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CRM Sync — Firmware, SBOM & the Cyber Resilience Act

https://www.crm-sync.dev/pages/knowledge-base#firmware-sbom-cra

What is a software bill of materials (SBOM)?

https://www.ibm.com/think/topics/sbom

“How do you solve this problem for SAAS”?
Isaac Hepworth-Google

https://youtu.be/ZYsUbN6oT7Q?si=FQ7VrPMuXdoGEGVy
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Against Liquid-served JS
 

Trust boundary

Client-side logic is advisory, never authoritative. Anything the browser 
computes becomes untrusted input the moment it’s submitted back — 
cart attributes, line item properties, programmatic discount code applica-
tion. Building pricing or eligibility logic there is client-side enforcement of 
a server-side rule, which is the oldest broken-access-control pattern there 
is. Functions execute where the decision is actually made, and the buyer 
cannot reach them.

Logic disclosure

Margin thresholds, B2B tier rules, bundle eligibility, fraud heuristics — all of 
it sits in page source, readable in DevTools. A Function’s compiled Wasm 
never leaves Shopify’s infrastructure.

Data exposure —

The underrated one. var tier = “{{ customer.tags }}” puts internal segmen-
tation into the DOM, where every other script on the page can read it: ana-
lytics, chat widgets, ad pixels, affiliate tags. And if it isn’t piped through the 
json filter, an interpolated customer-supplied value is a stored XSS vector. 
Functions receive that same data server-side via the input query; it never 
enters the document.

Execution guarantee

Ad blockers, CSP violations, JS errors upstream, slow connections, race 
conditions with cart submission — client-side validation silently doesn’t run 
some percentage of the time, and you don’t get told. Functions run as part 
of cart evaluation and can’t be skipped.

Change control

Theme Liquid gets edited in the admin by whoever has access, unver-
sioned, unreviewed. Functions ship as versioned app extensions with 
rollback, and Shopify doesn’t permit apps that provide dynamic editing and 
execution of function code — no arbitrary code paths. 
 

Consent surface

Theme JS runs in the page and is subject to every consent obligation 
attached to it. Functions have no browser presence and no network capa-
bility, so they’re outside that surface entirely. This is the same logic behind 
Web Pixels: unlike Additional Scripts, which ran arbitrary JavaScript direct-
ly in the page, Web Pixels run in an isolated iframe with restricted DOM 
access, and PII is passed through the API explicitly rather than scraped. 
 

Worth naming the actual comparison precisely, because it’s the part that gets muddled: Liquid itself is server-rendered and trustworthy. The prob-
lem is JavaScript derived from Liquid values and executed in the buyer’s browser. Six distinct properties differ:
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Cyber Resilience Act
Compliance Calendar and BaaS Logging Required

Firmware Glossary
HTTPS://CRM-SYNC.DEV/R/AFB95MM

CRA Setup Guide
HTTPS://CRM-SYNC.DEV/R/F4C4UTA

Shopify WASM
HTTPS://SHOPIFY.ENGINEERING/SHOPIFY-WEBASSEMBLY

https://crm-sync.dev/r/afb95mm
https://crm-sync.dev/r/f4c4uta
https://shopify.engineering/shopify-webassembly


Entitlement
Shopify/Google/Xano auth me are connected logins
Aligned with server side data: GA4 v2, and Shopify GraphQL Functions



Auth Me/Welcome
Shopify/Google/Xano auth me are connected logins
Aligned with server side data: GA4 v2, and Shopify GraphQL Functions



Payment Rails 
Rails and Agents are equally secure



Data Redaction
Data Redaction with Verified timestamp and device.



Agent Permissions
Transaction History and Transaction Limit restriction



Tags and uploads
Public uploads are public files. For restricted access 



Team 
Set up your team



Teams
 Create a team with permissions based on goal and access. 



Teams
Create a team with permissions based on goal and access. 



Sessions
Review Session Incident Reports



Sessions
Review Session Incident Reports



Login Dashboard
 



Shopify Apps
Our app-selection criterion for global scale: every installed app must be locale- and currency-aware, with no per-region metering. Apps built around 
a single-market assumption become the blocker when Shopify Markets turns on — so they don’t make the cut.



Shopify App
Cloudflare Worker

non-destructive

versioning

update live and A B versioned appli-
cation with timestamp/locale smart 
app builds

Public Key 
that links with API/
AI connected data 
without exposing 
PII  linked to Google 
UUID



Scoped App Data
Shopify curated user data privacy scoping

Shopify Privacy API
HTTPS://SHOPIFY.DEV/DOCS/API/CUSTOMER-PRIVACY

https://shopify.dev/docs/api/customer-privacy


Testable bundles
Version managed with key rotation app publishing system

Version bundle application bundling on Server - Deploy as designed by 
Predictive Model rule/tool runner



70,000 rows of API calls are saved as AI Webhook per call transformation that would be Egress Fee from AWS/
Vercel that is on AWS and Supabase also on AWS

There is zero fee for Webflow/Shopify that shares Cloudflare to data store

The payload has the nested GraphQL Shopify Catalog with consent/locale/verification/session id/idempotent key/
on change timestamp and peer permissions built into the verified chain data shape

Data with AI Assist is checked for you

Right Shape for inbound and outbound destination as needed rules/function partnered with Cloudflare Worker 
DDOS/WAF Boundary per row

The Designer or the BA/QA/PMO doesn’t need to worry about the data, AI will test it for you

This was a Headless Next JS 
project import from AWS
90 GB of Assets that took 
Matrixify 10 hours to transfer to 
Shopify

Shopify API Leaky bucket died 
after 2500 rows, the API unlim-
ited background task reshaped 
30,000 rows per migration with 
images/ALT tags

Xano did the conversion plus 
nesting ‘Parent Child’ from 
Feednomics in 4 minutes

PIM/CRM/DAM/Consent is broadcast to connected omni channel stores and to GTM/Big Query

Integrated Data



Xano connected to Shopify / Webflow interface with Row Level Function Publish

Polling Data



Verify
Timeline Attestations, QR, SVG files



Receipt

QR

Verify

Attestations
Verified, Timestamp, Consent Assets on Chained Data Events Publishing



EdDSA vs Nstor
Use Key Ceremony already in use by Financial Institutions

This is the record The token is the container carrying the claims; the KID is the label naming which published key to check it against; EdDSA is the verification.



Firmware Glossary Firmware Glossary
https://crm-sync.dev/r/afb95mm

Term Definition Anchor URL

MIME type A two-part type/subtype label a server sends so a client knows how to handle a file's bytes. The vault stores the declared MIME type as meta-
data but never lets it drive rendering — downloads are forced and sniffing is blocked (see nosniff). Accepted upload types:.exe application/vnd.
microsoft.portable-executable — Windows PE executable.bin · .img · .dfu · .fw application/octet-stream — raw firmware image; no browser-known 
type.hex Intel HEX (ASCII); served as octet-stream.zip application/zip.tar application/x-tar.gz application/gzip.stl model/stl — 3D print mesh.glb 
model/gltf-binary.gltf model/gltf+json.obj model/obj.3mf model/3mf — 3D Manufacturing Format

#g-mime https://www.crm-sync.dev/pages/firmware#g-mime

Immutable vaulting A vaulted version is a fact, not a mutable file. A new build is a new record (product-fw-version), never an overwrite — re-vaulting an existing slug is 
refused (409). This is what makes the SHA-256 a permanent identity.

#g-im-
mutable

https://www.crm-sync.dev/pages/firmware#g-immutable

8 MB browser cap The in-page uploader caps at 8 MB. Larger images push through the API (POST /firmware/vault) or the CI relay — the cap is a browser-memory 
limit, not a product limit.

#g-cap https://www.crm-sync.dev/pages/firmware#g-cap

Envelope encryption 
(vaulting)

Each image is encrypted under a random per-image content key; that key is itself encrypted (“wrapped”) under a versioned derived key. Cipher-
text and wrapped key are stored apart — useless alone. Storage compromise yields ciphertext, not firmware.

#g-vault https://www.crm-sync.dev/pages/firmware#g-vault

AES-256-GCM The symmetric cipher used for the payload: 256-bit key, authenticated (GCM) so tampering is detectable on decrypt. Applied before anything is 
written to storage.

#g-aes https://www.crm-sync.dev/pages/firmware#g-aes

CEK / KEK Content-Encryption Key (encrypts the image, one per image) and Key-Encryption Key (wraps the CEK, versioned). Separating them means a sus-
pected leak is healed by re-wrapping under a new KEK version — the ciphertext never moves.

#g-cek-kek https://www.crm-sync.dev/pages/firmware#g-cek-kek

Ed25519 certificate A signed attestation binding product, version, digest, uploader, and linked SBOM at vault time. Anyone verifies it against the public JWKS — no 
account, no trust in the platform required.

#g-ed25519 https://www.crm-sync.dev/pages/firmware#g-ed25519

Hash-chained ledger Every upload, grant, denial, and served byte-stream is a row whose hash includes the row before it. History can't be quietly edited — only visibly 
broken. This is the factual basis of CRA incident reporting.

#g-ledger https://www.crm-sync.dev/pages/firmware#g-ledger

Key rotation (healing) A suspected leak is answered by bumping the key version and re-wrapping the CEK. Ciphertext is untouched; every previously issued wrapped 
key and download token dies at once — remediation without a recall.

#g-rotation https://www.crm-sync.dev/pages/firmware#g-rotation

Grant (grant-gated) Download access is a capability held by a subject — a person, teammate, or agent — not a shareable link. It is granted, audited, and revoked per 
subject in real time; every grant and denial lands in the ledger.

#g-grant https://www.crm-sync.dev/pages/firmware#g-grant

PKCE Proof Key for Code Exchange — proves the human at sign-in with no client secret to steal. Half of the double-key identity model. #g-pkce https://www.crm-sync.dev/pages/firmware#g-pkce

JWE JSON Web Encryption — seals the actor's identity so it is only ever read server-side. The other half of the identity model; the token is never 
legible in the browser.

#g-jwe https://www.crm-sync.dev/pages/firmware#g-jwe

JWKS The public key set at /.well-known/jwks.json that anyone uses to verify a certificate. Published; carries no private key material. #g-jwks https://www.crm-sync.dev/pages/firmware#g-jwks

CORS (restricted) Cross-Origin Resource Sharing — the browser rule that a page on one origin may only read another origin's response if that server opts in via 
Access-Control-Allow-Origin. Here it is paired with restricted embedding : a vaulted image's proof badge loads only on the domains you allowlist 
in the Access tab (empty = any). The encrypted payload itself is never cross-origin readable — it is single-use, server-decrypted, and delivered as 
a forced download.

#g-cors https://www.crm-sync.dev/pages/firmware#g-cors

nosniff X-Content-Type-Options: nosniff tells the browser not to guess a response's type and override the declared one. On the payload path it stops a 
file from being reinterpreted as HTML or script.

#g-nosniff https://www.crm-sync.dev/pages/firmware#g-nosniff

Content-Disposition: 
attachment

Instructs the browser to download a response rather than render it in place. Every decrypted payload is served this way, so a file can never exe-
cute on our origin — the serve-path defense against stored XSS.

#g-disposi-
tion

https://www.crm-sync.dev/pages/firmware#g-disposition

SBOM Software Bill of Materials — a machine-readable ingredient list (CycloneDX or SPDX) for an app release or firmware image, generated in CI so it 
stays current. The registry is where they live.

#g-sbom https://www.crm-sync.dev/pages/firmware#g-sbom

Cyber Resilience Act EU Regulation 2024/2847. Reporting obligations begin 11 Sep 2026; full obligations 11 Dec 2027. It assumes an evidence chain 
— SBOMs, provenance, an access record — that this service produces as a by-product of normal use.

#g-cra https://www.crm-sync.dev/pages/firmware#g-cra

CycloneDX An SBOM format (ECMA-424). The default the registry generates and vulnerability-scans. #g-cy-
clonedx

https://www.crm-sync.dev/pages/firmware#g-cyclonedx

SPDX An SBOM format (ISO/IEC 5962). Accepted alongside CycloneDX; either satisfies the CRA SBOM row. #g-spdx https://www.crm-sync.dev/pages/firmware#g-spdx
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