
ONE SUBJECT, EVERY CHANNEL: CONSENT, PERMISSIONS AND SECURITY ARE PER TLD, DATA MOVES IN REAL TIME
every enterprise runs a CMP per country site, four clouds behind a JVM bus, and two audiences that need the same answer

SHARED SUBSTRATE · CLOUDFLARE OneTrust's CDN and geolocation, Shopify storefronts and Webflow hosting all answer through Cloudflare — cf-ray on every response.
Each vendor owns its own zone. The brand's namespace is the one place on that shared network the brand controls, so the fix sits where the traffic already is.

A  ·  T O D AY:  C O N S E N T  L I V E S  I N  E A C H  S I T E ' S  B R O W S E R

uk.brand.com
UK GDPR · PECR
OptanonConsent cookie
own CMP script, own domain ID

ca.brand.com
PIPEDA · Québec Law 25
OptanonConsent cookie
own CMP script, own domain ID

fr.brand.com
GDPR · CNIL guidance
OptanonConsent cookie
own CMP script, own domain ID

1 · Cookie scope across markets
Scoped to .brand.com, a UK choice is replayed on fr.brand.com under the wrong rules. Per host, a withdrawal never travels.

2 · Dangling subdomain: promo.brand.com
Any subdomain may set a .brand.com cookie, so one forgotten CNAME can forge "accept all" for every market.

3 · Plugin wildcards in the visible theme
Domain=.brand.com · Access-Control-Allow-Origin: * · postMessage(msg, "*") · script-src * — a map anyone can read.

4 · A session ID, not a subject
The record is keyed to a browser ID in the vendor's log. POS, app, chatbot and devices never present it.

JVM service bus, polled every 15 min

Azure — ERP: SAP, Dynamics

SaaS — CRM: Klaviyo, Salesforce

AWS — EDI: X12, EDIFACT

GCP — Merchant Center, BigQuery

Google Merchant · Ads audience

built from the last export and the last poll

Shopify audience

segments on a separate marketing-consent field

A withdrawal on fr.brand.com reaches both audiences only after the next poll
and the next refresh — and never reaches the till, the app or the device.

B  ·  T H E  F I X :  O N E  S U B J E C T,  E V E R Y  C H A N N E L ,  S O C K E T E D

Web · uk · ca · fr
anonymous until signed in

Mobile app
app user JWT

POS
staff session + customer ID

Chatbot · agent
crm_jwt under a mandate

IoT device
device attestation

Firmware fetch
attestation + SBOM hash

Cloudflare Worker
the "Buy" app

per-brand dispatch namespace

checks signature, market,
purpose and freshness

Rust in the loop:
market and purpose are types

fail closed

Xano
system of record

posture per subject, per market
every choice: source, time
append-only ledger

KV namespace
consent:{market}:{subject}
projection read on every request
carries the ledger version

E V E N T  S O C K E T  ·  M A R K E T  ∧  P U R P O S E  ∧  F R E S H

Azure
Service Bus
ERP

CRM SaaS
Klaviyo
Salesforce

AWS
EventBridge
EDI

GCP
Pub/Sub · Merchant
BigQuery

Rust writer · gRPC (tonic)
BigQuery Storage Write API
Merchant API · posture on every row

Shopify audience · socketed
segments + marketing consent

Google Merchant · Ads · socketed
same posture version as Shopify

Seconds, not polls

a withdrawal writes Xano,
the KV projection and the
socket in one request

a fr choice can never feed
a uk audience: it is a type

no ESB between clouds;
each keeps its own bus

no wildcards in the theme

Heavy box = the gate or a socketed audience. Red dashed = a gap. Grey dashed = a projection, not truth.
Country sites are shown as subdomains. With brand.co.uk, brand.ca and brand.fr no cookie can be shared at all, which makes the subject record the only bridge.


