
WHERE MEMORY GETS MANAGED — RUST AT COMPILE TIME, THE JVM AT RUNTIME
Rust has no bytecode and no memory manager at runtime: the compiler proves memory safety, then gets out of the way Red dashed = a gap. Black tag = where memory is managed.

F I V E  P I P E L I N E S  F R O M  S O U R C E  T O  R U N N I N G  C O D E

SOURCE COMPILER WHAT SHIPS AT RUNTIME SAFETY CHECKED

BUILD TIME RUN TIME

Rust source
ownership and borrowing

rustc + borrow checker
proves each access; inserts each free

MEMORY MANAGED HERE Machine code
native, built ahead of time

The CPU runs it
no runtime manager; bounds checks only

At compile time
Rust

Rust source
the same code

rustc + borrow checker
same proof, targeting wasm32

MEMORY MANAGED HERE Wasm module
portable bytecode

Host: V8 or Wasmtime
compiles at load; walls off memory; no GC

22 Compile time, plus the host's wall

Rust to Wasm

Java · Kotlin
Salesforce, SFCC, MuleSoft

javac
compiles to bytecode; no memory proof

Bytecode (.class, .jar)
runs on any JVM

JVM: JIT and GC
a garbage collector frees memory while running

MEMORY MANAGED HERE19 At runtime

JVM

Elm · TypeScript
types checked when compiled

elm make · tsc
compiles to JavaScript

JavaScript
to the browser or a Worker

V8: JIT and GC
a garbage collector frees memory while running

MEMORY MANAGED HERE Types at build; memory at run

Elm · TypeScript

C source
malloc and free, by hand

C compiler
no ownership check

Machine code
native, built ahead of time

The CPU runs it
a memory mistake is an exploit

MEMORY: BY HAND Never
C

W H Y  I T  M AT T E R S  F O R  S E C U R I T Y

No runtime to patch, but you rebuild
A JVM fix can ship as a runtime update.
A Rust fix means recompiling and
redeploying the binary.

Secrets can be wiped 19

Rust frees memory at a known point, so
zeroize can erase a key. JVM Strings
can't be changed, and the GC copies them.

Nothing to escape, except unsafe
The compile-time proof holds everywhere
but unsafe blocks: the foot gun to search
for in any Rust code review.

The JVM manages memory at runtime. Rust proves it at compile time.


